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Agenda

What is Keycloak? 

Where to use? 

Usability 

Short demo, …
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Keycloak: Features
Identity Provider 

Good protocol support 

SAML2, OpenID-Connect, OAuth2 

LDAP, Active Directory 

Themeable 

Social Login support 

Cascadable
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Central Management through Web GUI or 
CMD line 

Clustering and HA  

Good workflow support 

Support for OTP build in 

Password policy support 

Security: break-in prevention
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Keycloak: Advantages
Easy and fast install 

secure 

Configuration over programming 

Good protocol support 

Fairly good documented 

Deep rights management 

Multi tenant and instance support
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Keycloak: Disadvantages
Sometimes complex configuration 

Complex java programming if you hit the wall ;-) 

Rights management complex  

Theming not very comfortable 

Large universal product, …
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Typical use case

Keycloak as IdP with LDAP or AD in Org. 

Keycloak in front of WebApps 

Keycloak as User integration platform
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Keycloak as IdP in Org.
Fast setup with  

LDAP 

Kerberos 

Active Directory 

Base for 

other IdP’s 

Applications with OIDC, SAML2 or OAUTH2 support 

Easy self service portal with workflows
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Example 
Login



Example App Dashboard



Keycloak in front of 
WebApps 

Get the users out of the Apps 

Role & group management 

Attribute rewriting is very strong 

Support of different federations 
- Social and enterprise
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Keycloak as user 
integration platform

Start with Keycloak early in dev or 
deployment 

Don’t mess with local user-DB’s 

Easy expand with new services 

—> Keycloak Workshop
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Demo: Flow

Setup 2 Keycloak - infrastructures 

Deploy 2 Apps in Keycloak 

Deploy second Keycloak instance 

Connect the 2 instances

13



Docker-Compose for 
Keycloak

Required: docker & docker-compose 

Repo: https://github.com/pflaeging/keycloak-ws 

Complete Keycloak Environment 

„Nearly“ production ready ;-)
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https://www.docker.com
https://docs.docker.com/compose/
https://github.com/pflaeging/keycloak-ws


Complete scenario
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Components
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Demo URLS
Keycloak WS-Test (master) 
https://server16.pflaeging.net:20443/auth

Rocket.Chat 
https://server12.pflaeging.net:21443/home

Redmine with SAML2 plug-in  
https://server12.pflaeging.net:22443/

Keycloak WS-User (second instance) 
https://server12.pflaeging.net:20443/auth
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Additionals
Repo: https://github.com/pflaeging/keycloak-ws 

Additional Tools: 

Apache Directory Studio 

Docker 

Docker-compose 

Portainer 

SAML-tracer (Firefox) 

SAML Message decoder (Chrome & Chromium)
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https://github.com/pflaeging/keycloak-ws
http://directory.apache.org/studio/
https://www.docker.com
https://docs.docker.com/compose/
https://portainer.io
https://github.com/UNINETT/SAML-tracer
https://chrome.google.com/webstore/detail/saml-message-decoder/mpabchoaimgbdbbjjieoaeiibojelbhm

